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Safeguarding the attorney-client privilege is a critical task for litigators 

during discovery — one that becomes more difficult and expensive every 

year. 

 

Document review is now responsible for the vast majority of costs in the 

average legal matter, and costs are only rising. The volume of digitally 

stored data doubles roughly every two years,[1] driving up discovery costs 

and increasing the risk of inadvertently disclosing privileged information. 

 

As the digital world evolves, the legal community has struggled to evolve 

with it, particularly in the privilege review process. Keyword searching has 

been the dominant method of identifying digitally stored, privileged 

documents for the last several decades, but attorneys have conducted 

precious little research about the most efficient ways to use this method. 

 

Instead, most attorneys are using the same search terms that they have 

used for years. These common terms have been developed through a 

combination of intuition and conventional wisdom. In many cases, search 

terms to identify privileged documents are passed down from a more 

senior attorney to a junior attorney — or attorneys obtain keyword terms 

by consulting the attorney in the adjoining office. 

 

Unfortunately, it turns out that many of the typical search terms used by attorneys are 

pretty terrible at actually identifying privileged documents. Many privilege search terms 

drive up costs without any corresponding benefit. Other terms more likely to identify 

privileged communications are ignored. 

 

Here, we discuss the effectiveness of different terms in identifying privileged documents. 

Our research and ongoing testing show that thoughtfully crafted keyword term lists can 

identify a significant portion of the privilege document population.[2] By improving their 

privilege review, attorneys can save significant time and expense while also protecting 

against the disclosure of privileged documents. 

 

Finding the (Privileged) Needle in the Document Haystack 

 

The digital age has created unique challenges for parties engaged in large-scale privilege 

document reviews. Practitioners must identify privileged documents within an ever-growing 

universe of data, while keeping quality legal services affordable. Far too often, practitioners 

are forced to sacrifice one of two goals — providing affordable legal services and protecting 

attorney-client privilege — for the sake of preserving the other. 

 

Because protecting privileged information is so critical, legal teams typically place a 

premium on identifying privileged documents during discovery. The traditional method of 

filtering privileged information from document productions was straightforward — teams of 

attorneys pored over rooms full of documents, manually inspecting each one for privileged 

content. 

 

The digital era, and the vast data growth that accompanied it, quickly made the traditional 
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model cost-prohibitive: A typical commercial litigation matter often includes millions of 

documents. To combat this information glut, legal teams started using keyword searches to 

target documents that were most likely to contain privileged material. 

 

The keyword search method requires legal teams to develop lists of search terms that they 

believe are most likely to indicate the presence of privileged information. At best, however, 

a list of keyword search terms will be an imperfect predictor of privilege, as there is no 

standardized set of terms that are used when requesting or providing legal advice. 

 

Choosing words that are too broad will create a high number of false positives, requiring 

costly and unnecessary manual review.[3] Choosing words that are too narrow will result in 

an incomplete review that inadvertently discloses privileged material. To create effective 

keyword search lists, legal teams often expend considerable effort identifying the legal 

parties that have interacted with the client and its employees and the nature of those 

interactions. 

 

Even when search lists are created competently, however, locating privileged documents in 

discovery is still costly. Terms like "privilege" and "confidential" are frequently included in 

privilege search term lists and they often include wild-card syntax to account for variations 

of word usage within documents. 

 

When combined with a wild card, "privilege" and "confidential" become "priv*" and 

"confid*," increasing the possibility of false positives but hopefully capturing more privileged 

documents.[4] In this example, the search will retrieve documents that contain words like 

"private" or "confident," in addition to "privileged" or "confidential." 

 

U.S. District Judge Paul Grimm of the U.S. District Court for the District of 

Maryland highlighted this risk in a 2008 decision in Victor Stanley Inc. v. Creative Pipe, 

noting "a growing body of literature that highlights the risks associated with conducting an 

unreliable or inadequate keyword search or relying exclusively on such searches for 

privilege review."[5] 

 

A few years later, the U.S. District Court for the Western District of Virginia likewise 

remarked in Adair v. EQT Production Co. that it was "aware of [keyword searches'] 

limitations."[6] The court observed that "simple keyword searching is inadequate ... 

because simple keyword searches end up being both over and under-inclusive."[7] 

 

Even worse is when a court finds that due to a poor review process, or none at all, the 

privilege has been waived. One key factor courts look at to determine if any privilege is 

waived is whether, or how, the attorneys conducted their review process. 

 

In recent years, some courts have found that the failure to use keyword searches to find 

privileged documents will be grounds for finding a waiver.[8] More importantly, courts have 

found inadequate keyword search techniques — caused, in turn, by inadequate preparation 

by attorneys during document review — to be sufficient grounds for a waiver of privilege.[9] 

 

Inadvertently producing unflattering privileged documents represents a common fear for 

many attorneys. Even with the growing adoption of orders under Federal Rule of Evidence 

502(d), inadvertently disclosing privileged information can undermine a client's position and 

jeopardize her legal claim altogether. 

 

For example, in the litigation context, there may be privileged communications discussing 

the merits of the litigation, evaluating the key evidence that could be used against a party, 

https://www.law360.com/agencies/u-s-district-court-for-the-district-of-maryland
https://www.law360.com/agencies/u-s-district-court-for-the-district-of-maryland
https://www.law360.com/agencies/u-s-district-court-for-the-western-district-of-virginia


or summarizing other potential legal claims that have not been brought.[10] 

 

If the privilege over these communications is waived and they are disclosed to one's 

opponent, it could alter the course and outcome of a litigation. It is thus not surprising that 

at least one court, the U.S. District Court for the District of Massachusetts, has described 

the disclosure and waiver of privileged information as "the misstep feared by all 

litigators."[11] 

 

Our Research and Lessons Learned 

 

Little research has been published about the use of particular privileged terms to target 

privileged information. But our ongoing testing reveals important lessons on the 

performance of particular terms or categories of terms. 

 

We undertook a look-back analysis using large data sets from three confidential, nonpublic, 

real legal matters. All the documents — with each data set including emails, Microsoft 

Office documents, PDFs and other text-based documents — were previously reviewed and 

received attorney coding during previous privileged reviews, providing us with objective 

data sets against which we could measure the results. 

 

Using these data sets, we compared a number of different potential methods of locating 

privileged documents. 

 

First, we ran commonly used search terms to identify privilege documents. Next we 

employed basic privilege search terms often thought of as too broad to catch privilege 

documents. We then did a side-by-side comparison of the results, and we recently tested 

and confirmed the results on an ongoing large document review project. 

 

The results demonstrated that some keyword searches are an effective privilege-targeting 

method — and that other common keywords are not. The results confirm conventional 

thinking in some respects, and rebuts that conventional wisdom in others. 

 

Outside Counsel 

 

Search terms associated with outside counsel — such as law firm names, email domains or 

email addresses, and unique names of counsel — are the best predictor of privilege. 

 

For example, our research shows that 80% to 92% of search terms associated with outside 

counsel domain names resulted in privileged documents. These high precision rates make 

sense, as it would be unusual for the client to involve — and pay — outside counsel if the 

client were not requesting or otherwise seeking legal advice. 

 

Junior In-House Counsel  

 

Email addresses and unique names of junior in-house counsel were the next best predictor 

of privilege, although these terms were slightly less effective at identifying privileged 

documents than the outside counsel terms — ranging from 68% to 93%. 

 

These results are consistent with the different roles of in-house and outside counsel. In-

house counsel may be involved with the business affairs of the company and may provide 

nonprivileged strategic business guidance in addition to legal advice. 

 

Senior In-House Counsel  
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The privilege rates for senior in-house counsel, such as general counsel or associate general 

counsel, are lower on average than the rates for outside counsel and junior in-house 

counsel — approximately 44% to 46%. These differences suggest that senior in-house 

counsel are often more frequently involved in the nonlegal business affairs of a company 

than their more junior colleagues. 

 

Specific Phrases 

 

There is a significant drop-off in effectiveness when going from terms associated with 

outside or inside counsel to generic search terms. 

 

The most effective generic terms tend to be two- to three-word phrases associated with the 

provision of legal advice, such as "work product," "attorney client" and "legal advice." These 

terms range from 8% to 22% effective depending on the matter. 

 

These phrases occur less often than more generic, one-word terms, and are more 

associated with actual privileged communications. For example, useful phrases in white 

collar matters are associated with the governmental requesting party, such as "United 

States Attorney," "attorney general," "civil investigative demand," and "Department w/2 

Justice," with the "w/2" connector looking for the term "Department" within two words of 

"Justice." 

 

Best General Terms 

 

The best generic terms according to our research are "counsel" and "attorney," or those 

terms with root expanders — "counsel*" and "attorney*." These terms averaged around 

14% to 15% effectiveness once you removed documents hitting on outside and in-house 

counsel. 

 

Less common but equally effective terms include words such as "complainant" and 

"statute." These terms do a reasonably good job at capturing privileged communications, 

although they return a greater number of false positives than the more specific phrases. 

 

Proceed With Caution  

 

Our research shows that other common privilege terms experience a significant drop-off in 

effectiveness. Terms such as "legal," "priv*," "legally," "lawyer*" and "atty*" all perform 

about half as well as "counsel" or "attorney." 

 

More specifically, these terms successfully identified documents containing privileged 

communications only around 5% to 8% of the time. In other words, they have twice as 

many false positives, which will result in significant increased costs to review the documents 

hitting just on these terms. 

 

Do Not Use 

 

Our research was rather conclusive that "confidential" is a terrible term to use in your 

privilege review. While the word may appear in privileged communications, those 

communications almost always include other, more specific terms, such as attorney email 

addresses or words like "counsel." Documents where the word "confidential" represents the 

only term that "hits" on that document are very unlikely to be privileged. 

 



Beware of Email Footers 

 

Many of the generic search terms can be found in the signature files, email footers and 

boilerplate found at the bottom of emails. This results in a significant amount of false 

positives and increased costs. Consider working with your vendor to remove or suppress the 

most common footers from the search index. 

 

Final Thoughts 

 

The universe of electronically stored information is vast and expands each year, creating an 

ever-growing haystack of information in which legal teams must locate privileged 

documents. Whether a legal team preserves the attorney-client privilege or waives it 

through inadvertent disclosure can alter the outcome of a case. 

 

Practitioners should consider reevaluating their list of privilege search terms to maximize 

their ability to shield their clients' privileged communications from disclosure in a cost-

efficient manner. 

 

Our insights, if implemented, will help reduce the cost of discovery while simultaneously 

strengthening protections over privilege. They may not solve the legal community's 

discovery cost dilemma altogether, but they are undoubtedly a step down that path. 
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